
Date: December 17, 2015

To: THE GOVERNANCE COMMITTEE

From: THE VICE PRESIDENT and CHIEF ETHICS & COMPLIANCE

OFFICER

Subject: Recent Developments and Status of NYPA’s Ethics & Compliance Program

ETHICS and COMPLIANCE

SUMMARY

The Office of Ethics and Compliance (“E&C Office”) advises NYPA’s trustees, officers
and employees on the legal, regulatory and NYPA Code of Conduct ethics and compliance
standards relating to NYPA’s employees and operations. It coordinates the investigation of
allegations and concerns involving NYPA’s assets and employees. This report highlights
significant developments in NYPA’s ethics and compliance program for the period September
29, 2015 to December 17, 2015.

BACKGROUND

The principal substantive issues (“cases”) arising under the NYS ethics laws contained in
the Public Officers Law and NYPA’s Code of Conduct investigated or researched since the most
recent Governance Committee report on September 29, 2015 include various requests to engage
in outside activities and employment and issues concerning conflicts of interest, gifts inquiries,
post-employment restrictions questions and state service re-employment scenarios.

The E&C Office provides annual training and Code of Conduct certification to all
trustees, officers and employees to reaffirm NYPA’s commitment to prevailing ethics principles
and raise awareness of the laws and regulations with which all NYS public employees are
required to comply. Annual review of and certification to the NYPA Code of Conduct is
implemented as an additional measure to reinforce acceptable business and professional conduct.
The E&C Office also coordinates required training for the trustees and designated employees to
comply with the Federal Energy Regulatory Commission’s (“FERC”) Standards of Conduct
relating to NYPA’s transmission and energy marketing functions and FERC Rules designed to
prevent manipulation of energy markets.

DISCUSSION

Ethics Caseload

The E&C Office reviewed 51 cases since the last report to the Governance Committee,
including those discussed in detail below:
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1. The last report to the Governance Committee included a summary of an audit of
overtime meal expenses incurred and processed by employees at the Clark
Energy Center (CEC). The disciplinary actions referred to in that report have
been administered by management.

That case resulted in a more expansive audit conducted by the Internal Audit
Department and included reviews of headquarters and other operations facilities
employees’ meal expenses. As with the CEC review, the most recent audit findings
resulted in verifying and recommending enhancements to NYPA’s business meal
authorization and expense approval procedures and the need to provide training to
ensure that employees who incur and approve business related meals clearly
understand acceptable practices. NYPA’s procedures authorize reimbursement for
actual meal expenses incurred by eligible employees who either work approved
overtime periods or are on approved business travel status. These internal controls
improvements are being reviewed by management and will result in a more consistent
and efficient use of NYPA resources. The E&C Office is working with Business
Services, Human Resources, Internal Audit and the Law Department to develop and
implement the necessary changes. Where necessary, disciplinary action will be
administered where employees knowingly violated applicable standards.

2. An employee pursuing a master’s degree was assigned a final project to build a new
business. The business model he and his team developed was deemed viable, and the
employee sought outside employment approval to develop a web-based eco-friendly
electrical supply site. The owners of the website plan to advertise the products of
eco-friendly electrical equipment. Any products sold through the website would
automatically result in a finder’s fee payment to the owners of the website. The
objective is to aggregate eco-friendly electrical supplies into one location to make
green electrical supplies more accessible for consumers. The owners will not have
any type of brick and mortar location, nor stock any supplies. Goods ordered through
their website will be shipped directly from the supplier to the consumer. This outside
employment was approved by the E&C Office as it did not present any conflicts of
interest with NYPA’s interests nor the employee’s job duties.

3. The E & C office reviewed numerous requests to engage in outside employment and
activities. These reviews included two part-time municipal police officers, a Town
Councilman and Community Library Board member, a college professor, a residential
and commercial cleaning business, a board membership for the NYC YWCA, two
high school advisors for Robotics competitions, a school basketball coach and several
paid volunteer time requests for national charities. All requests were reviewed for
conflicts of interest and approved with conditional guidelines. Employees are required
to acknowledge various ethics guidelines as a condition of their permission to engage
in outside activities and employment. These include their agreement to pursue their
outside endeavors solely on their own time and without the use of any NYPA
resources, a commitment to disclose their outside endeavors in their New York State
annual Financial Disclosure Statement and the need to ensure they do not represent or
create the appearance that NYPA endorses their outside endeavors.
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New Financial Disclosure Filing System

The NYS Joint Commission on Public Ethics (“JCOPE”) has developed a new web-based
financial disclosure filing system which was recently released for use and will be the primary
tool used for the annual 2015 Financial Disclosure Statement filing due in May 2016. It is
intended that this system will streamline the filing preparation and submission process. Several
employees who have recently become required filers have utilized the new system. The E & C
Office is working with JCOPE staff to ensure that NYPA’s required filers will have access to and
be capable of fulfilling their filing commitments prior to the annual filing period between April 1
and May 15, 2016.

Training and Outreach

The E&C Office provided two mandatory JCOPE Comprehensive Ethics Training classes
to new hire employees who participate in the JCOPE Financial Disclosure program. All State
employees who file annual Financial Disclosure Statements with JCOPE are required to receive
this training. One of these training sessions was recorded by NYPA’s video production crew.
This video training will be loaded into the Learning Management System (LMS) system and
delivered to all new hire employees who do not participate in the Financial Disclosure program.
The comprehensive training provides an overview of all of the ethics laws and regulations that
apply to New York State employees. The training has been tailored to provide examples of
NYPA cases where the Public Officers Law has been interpreted and enforced.

An eight minute excerpt of the recorded training detailing the outside employment and
activities sections of the Public Officers Law and the NYPA Code of Conduct will be used as the
calendar year 2015 ethics training for all employees and Trustees. This training will be issued in
early December and delivered to all trustees and employees.

Risk Alignment and Controls Committee “RACC”

The E&C Office is an active participant in the Risk Alignment and Controls Committee
(“RACC”), which was formed to bring all of the NYPA departments concerned with risk
management accountabilities (i.e., E&C Office, Internal Audit, Technical Compliance, Risk
Management, Controller’s Office) together to review current practices, reduce any redundancies
throughout the organization and to identify any gaps in NYPA’s risk profile so that they may be
mitigated. The development of a common risk framework and process is being pursued as a
primary objective.

The E & C Office sponsored a Fraud Risk Assessment conducted by the Internal Audit
Department in mid-2015,which initially consisted of interviews of approximately 30 NYPA
executives and senior managers. These interviews were conducted to gauge senior
management’s perceptions of NYPA’s fraud risks and existing internal controls to mitigate their
occurrences. The initial assessment did not perform gap analyses or testing to determine whether
NYPA had policies and procedures in place to mitigate against the fraud risks identified during
the management interviews.

The E & C Office has begun gap analysis testing and is currently interviewing subject
matter experts (“SME’s”) to determine whether adequate policies and procedures exist to
mitigate any potential or actual fraud risks identified during the assessment. Approximately 50
SME’s have been identified for additional interviews. Half of those interviews have been
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conducted to date, and several new potential fraud risks have been identified. A final report will
be issued to the RACC for further action.

RELIABILITY STANDARDS COMPLIANCE

SUMMARY

This report highlights important aspects of NYPA’s reliability standards compliance

management program for the period September 30, 2015 to December 17, 2015. A brief

background statement is followed by discussion of specific reliability standards-related topics

affecting the enterprise.

BACKGROUND

Background information related to the origin of the North American Electric Reliability

Corporation (NERC) mandatory standards for reliability and NYPA’s obligations to demonstrate

compliance with the standards has been presented in previous reports to the Governance

Committee.

DISCUSSION

NERC Reliability Standards Compliance Enforcement Actions

During the reporting period, NYPA reported one (1) new possible violation of the NERC

Reliability Standards to the Northeast Power Coordinating Council (NPCC), NERC’s

compliance monitoring and enforcement agent for NYPA. The NPCC is reviewing NYPA’s

determination that the violation posed minimal risk to the reliability of the Bulk Electric System

and that the violation can be processed as a compliance exception under NERC’s risk-based

enforcement program for self-logging of minimal risk issues.

Investigations of Possible Violations

During the reporting period, Technical Compliance initiated one (1) investigation of a

possible violation of the NERC Reliability Standards, which was completed in late November.

The investigation team determined that there was no possible violation of Reliability Standards

associated with this incident. This internal process is viewed by the regulator as evidence that

NYPA has a strong internal compliance program.

Guided Self-Certification of Compliance

NYPA was not required to self-certify compliance for any of the NERC Reliability

Standards applicable to NYPA, during this reporting period. Technical Compliance has

established a rigorous process to ensure that compliance evidence is updated before NYPA self-

certifies compliance.
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NERC Risk-Based Compliance Monitoring and Enforcement Program

NPCC provided its final Inherent Risk Assessment (IRA) report to NYPA in October.

The final IRA report incorporated NYPA’s feedback and identified 15 standards with 65

requirements for monitoring going forward. This represents approximately 25% of the total

Operations and Planning standards/requirements currently applicable to NYPA, which would

represent a significant reduction in external audit scope going forward. In addition, NYPA

volunteered to participate in NPCC’s Internal Controls Evaluation (ICE) program. NYPA

completed and submitted to NPCC its Core Controls ICE information in October. The NYPA

Standards Specific Controls ICE information was submitted to NPCC in November. It is

anticipated that NPCC will complete its review of NYPA’s ICE documentation by the end of

December 2015 and schedule an on-site visit to close out the ICE process in January 2016.

Bulk Electric System (BES) Definition

As stated in earlier reports, the Federal Energy Regulatory Commission (FERC)

approved the new Bulk Electric System (BES) definition and that NYPA has identified over 40

new BES elements that will be subject to the NERC reliability standards in July 2016.

The adoption of the new BES definition may require NYPA to register as a Transmission

Operator (TOP) and/or a Transmission Planner (TP). During the reporting period, NYPA

continued to participate in meetings with the New York State Independent System Operator

(“NYISO”) and the other NY Transmission Owners to assess new state-wide functional

registration and compliance management impacts and actions pursuant to the new BES

definition.

During the reporting period, NYPA continued to engage the NYISO in discussions

regarding NYPA’s request of the NYISO to add some of NYPA’s newly identified BES

elements to its list of controlled assets for Transmission Operator (TOP) compliance purposes.

NYPA is taking a position that since it does not operate most of its newly identified BES assets,

in a NERC functional model sense, that it will not be registered as a TOP.

The Moses-Alcoa 115kV transmission lines and the Plattsburgh 115 kV capacitor banks 5

and 6 exclusion exception requests (EER) completed the initial review stage and were moved to

substantive review stage by NPCC. Discussions with NERC, NPCC, Alcoa and NYPA on the

Moses-Alcoa 115kV transmission lines EER has resulted in the temporary suspension of the

EER to allow NPCC to evaluate the reliability impact of these and other transmission lines on the

BES.

NYPA continued to work with the NYISO regarding NYPA’s responsibilities as a NERC

registered Transmission Planner under a Coordinated Functional Registration (CFR) agreement.

Under the agreement, the NYISO will perform the functional responsibilities and have

compliance accountability for all but a few requirements under the transmission planning

standards that apply to NYPA’s assets. Additional discussions with the NYISO were held in
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October to determine the best way to incorporate NYPA and NYISO Transmission Planning

(TP) responsibilities pursuant to TPL-001-4 -Transmission System Planning Performance

Requirements into the TP Compliance Responsibility Matrix. NYPA Legal developed a draft

side agreement to address NYISO and NYPA TPL-001-4 responsibilities. This agreement will be

finalized before July 2016.

NYPA staff continued discussions with NY Transmission Owners to reach agreements

that clarify the roles and responsibilities for compliance management for the Transmission

Owner (TO) standards related to NYPA assets operated and maintained by others.

NYPA signed a Memorandum of Understanding (MOU) for this purpose with the Long

Island Power Authority (LIPA) in July 2015 pertaining to the East Garden City substation for the

Y49 transmission line. NYPA’s discussions with these organizations also focused on reaching

agreements, before April 2016, for managing compliance with the Version 5 Critical

Infrastructure Protection (CIP) cyber security standards for assets owned by NYPA but that

reside in facilities owned by others.

Critical Infrastructure Protection (CIP) Standards - Version 5 (V5)

During the reporting period, NYPA's CIP V5 implementation project team continued to

execute the transition plan to achieve compliance with the new cyber security standards

requirements before the April 1, 2016 enforcement date. An assessment by NPCC's CIP V5

Outreach team was conducted on NYPA's approach for transitioning and commended NYPA for

the substantial progress that has been made to date.

The project implementation team is focusing on the completion of priority activities

required for compliance with CIP requirements ahead of compliance objectives (cyber security

best practices and initiatives) in the following areas by the end of the year:

 Updating of CIP policies and procedures,
 Identification and classification of all of BES Cyber Systems,
 Implementation of physical security controls, and
 Upgrades to the work management tools.

Following the completion of the above tasks, the team will start conducting Internal

Readiness Assessments on NYPA’s compliance posture transition to a CIPv5. These efforts will

continue beyond the initial CIP V5 standard April 1, 2016 enforcement date into 2017 and

include the completion of the compliance objectives, addressing the remaining CIP V5

requirements by the April 1, 2017 enforcement date and other compliance program

enhancements to achieve CIP sustainability.
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Physical Security Standard

As a result of information about an April 2013 coordinated physical attack on a Pacific

Gas and Electric Corporation substation, several US Senators requested FERC and NERC to

consider whether NERC should establish and enforce standards for physical security for critical

electric facilities. As a result, NERC developed a new physical security standard (CIP-014-2 –

Physical Security) which was approved by FERC on November 20, 2014 and became effective

October 1, 2015.

In September, NYPA completed its revised risk assessment of NYPA transmission

stations/substations as required under Requirement R1 of CIP-014-2. NYPA provided the revised

risk assessment report to the NYISO in October. The NYISO has agreed to perform an

independent verification of the NYPA risk assessment per Requirement R2.


