Date: March 29, 2016
To: Audit Committee

From: Jennifer Faulkner
Senior Vice President Internal Audits

Subject: Approval of 2016 Internal Audit Plan

SUMMARY

The Audit Committee is requested to approve the 2016 Internal Audit Plan set forth in
Exhibit “A” of this item and to recommend its adoption to the Board of Trustees. The most
significant amendments are discussed below.

BACKGROUND & DISCUSSION

The Audit Committee is required to approve 2016 Internal Audit Plan. The 2016 Internal
Audit Plan was reviewed during the December 17, 2015 Audit Committee Meeting. The Internal
Audit Department will commence executing this Audit Plan immediately based on feedback at
that time. We will affirm your approval of this Audit Plan at the March 29, 2016 regularly
scheduled meeting to the Audit Committee.

RECOMMENDATION

The Executive Vice President and General Counsel, the Senior Vice President — Internal
Audit and | recommend that the Audit Committee approve the 2016 Plan.

The attached resolution is recommended for adoption.

Gil C. Quiniones
President and Chief Executive Office



RESOLUTION

RESOLVED, That the Audit Committee’s 2016 Internal Audit Plan, in the form proposed
in Exhibit “A,” be and hereby is recommended for approval by the Authority’s Board of

Trustees.
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meter), tothe receipt of cash io satisfy'a- ccounts receivable, tl;aat NYPA
is accurately allocating energy and other costs and billing/collecting

inconsistency, and inefficiency from the operati
Iand supporting personnel.

f the design of the processes and controls.

e conomic Inaccurate or incomplete scheduling and/or i ts tof its cust Within this audit il id
Customer Meterto |, evelonment & Ener Eettlement between NYISO, market participants, | ‘::e ':’5 S 'l:' r;’;'_‘ ftscu ltr.}mers';t_ ! tmth ' a"i ! ;‘t"': Wi 'i':t"s' e inancial -
Cash Audit et - P &y nd NYPA's customers could lead to financial cthphysicalanciinancial transactions to the ex e'? ey exist. . fnancia
Efficiency . - Processes and related handoffs between the following groups are in
losses and/or incorrect customer bills. i h -
scope: Metering, Scheduling/Forecasting, Settlements, Energy Charge
IAdjustments and otherrate related adjustments, Billing, Accounts
Receivable/Collections, etc.
p IConsulting IOperations requirements may resultin regulatory costs or processes, procecuresa ,°° olsaresocializeda orxingas gala (03
ISupport (targeted I : designed to support NYPA's CIPv5 compliance. Regulatory
increased regulatory scrutiny.
assessments)
lAriba Post Delays in or an unexpected outcome when iConduct postimplementation review activities of new Ariba modules as|
Implementation  [Audit Business Services implementing Ariba could lead to inefficientor  [theyare being planned for and released. Operations Q3 & 04
Review ineffective controls over the procurement process
lOverreliance on spreadsheetsin decision making |Conductan assessment of the current and potential future state for
End User icould lead to suboptimal decisions and decisions |governing, monitoring and protecting critical spreadsheets forthe
Computing- Assessment  [Entity-Wide : e A A e Operations (038
that are informed with inconsistent orinaccurate |organization.
ISpreadsheets X .
information.
Evaluate program level governance and controls including monitoring
‘Occupational Health| ) ) Lack of safety culture could lead toinjury or loss of provided by centralized EH&S_ [:fepartfnentonsafetyrelated matterSfDrLegaland
& Safety Program  |Audit IOperations ife both management and bargaining unit employees. Ensure Rezulato Q2
lAudit . itrends/themes from independent third party auditor are being g v
identified by centralized EH&S and incorporated into NYPA's program.
BG SCADA - Delays in or unexpected outcome of BG SCADA iConduct pre & p_ostlmplementatpn rewg“factlwtlestoens_ure BG
Pre/Post . . . - ISCADA upgrade is completed on-time, within budget and without .
: Audit (Operations upgrade could resultin negativeimpacttoplant Operations Q4
Implementation operations defects.
Review P )
Poor vendor, service provider, consultant or Evaluate current vendor management (vendors, services providers,
Vendor lcontractor performance could lead to icontractors and consultants) practices across NYPA including
Management _ ) inefficiencies within NYPA, confusion orconflict  [organizational governance and assess need/opportunity for entity-widel )
Governance (Assessment Entity-Wide \with our customers, performance delays or qualityjvendor management approach. Operations a2
IAssessment |deficiencies, litigation against NYPA orimpairment
to NYPA's reputation.
IThe lack of adequate change management E\ralua_tett_he te_c: n PItIJTgy c:ao nTg_e mla Tgetr:em [JI rocess a:d gov:l rnance
processesandoontrolswith prope!segregaticncf jorganiza _IDrI wigeinil an inciuging the po ICIESEF_I prclce_ ures,
Program Change & X . isk of . lownership of the processes and controls, documentation requirements,
Management Audit [Fachaology [ties mey incranse tha sk oFtnestiorioed nd segregation of duties between development and production Operations a4
' Innovation changes implemented to production environment,|2"¢ S€8r€8 et pm p )
Review environment. Test select high risk controls based on the understanding
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[strategicPlan Lack of organizational supportand alignment udit recommendation and to test the effectiveness of controls L
9 |Governance- Audit Business Services could lead to NYPA not achieving its strategic esigned to providetransparency into the identification and mitigation|Strategic Q3
Follow-up objectives. f strategic initiative implementation related risks.

YPA Management has engaged many (over ten) third parties to
rovide assessments of the technology control environment (including
yberSecurity) inthe lastfew years. Each engagement hasidentified

ybersecurity Duplicative and/or redundant efforts may be in umerous issues and produced avariety of recomme n_datio ns. Bas?d
10 Rollop/ hssessment  [Entity-wide brogress due to multipletechnologyconsultant  [ON i.hIS w(.Jrk, management has c.!e\reloped multlplf: acFlon plla ns which operstions Ongoing
Consolidation engagements producing overlapping managemen re invarious stages of cor‘ppletnom Inte :nal Auditwill _reyngwthe
recommendations. ecommendations and actions plans and “level set” / prioritize them
gainst each other in order to provide management with a single set of|
prioritized actions that management can consider implementing.
I0&M Audit - confirm the following:
+ cross-functional assessment of Transmission and Generation O&M
factivities
- newly created Maximo utilization procedures are consistently
followed
1 Tran_smission 0&M A udit Operations ||'IEffEC_‘ ivemaintenance practices may impact - mon itoring of work activities is conducted Operations Q2
IAudit operational performance. L maintenance completion consistent with work prioritization
imethodology
+ root cause assessment (TapRoot) of equipment or system failure is
iconducted and followed up on.
Failure to establish and maintain a robust netwol eview Fhe _managed Retwork [encrypt_ion, security, segn?entaﬁon),
security configuration and restrict high privileged _Uth?m'cat!t’_" (TACAGS), netwr_:rk logging, redundancy, firewal
12 [Targeted Network hssessment Technology & laccounts to appropriate individuals without llr:)?:;l:sgezomes, cleartextservice protocols, and change management Operations Q
Review Innovation conflicting roles may increase the risk of exposure .
ito vulnerability.
T — e b rabesoe e v mpsmrecs
12 ktratactcinttiativn Konsuitin HR & Enterprise Shared\Workforce Planning Strategic Initiative may result g pany —— PR—
. € Services inthe organization notachieving its strategic jadequate. g going
[Support o
objectives

Critical skills shortages could lead to an increasing Ensure adequacy and effectiveness of technical training activities
number of errors or delays in completing normal_[(includingthe Apprenticeship Program) including design and delivery off )
business activities, project delays or deficiencies training to meet key skills requirements at NYPA. Assessinternaland [Operations Q4

increased outages, increased safety violations, eu._[external constraints which may negatively impact technical training.

[Technical Training

14 lAudit

Audit Operations
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- response/actions planned from the Strategic Initiative's marketing
study
- accuracy and completeness of marketing materials developed to

Lack of customer awareness of NYPA products and [inform existing and potential new customers of NYPA's produ ct/servic
Productand Service Economic . ; lofferings
. iservices could lead to unrecoverable investments 3 .
15 Marketing IAssessment De‘_"'?"'—'PmE”T&E"EVEV in new products/services and the inability for NYpal- Methods by which marketing information is made availableto trategic Qi
frssessment Efficiency to achieve its strategic objectives. customers
- methods by which management is monitoring/controlling the success
of its marketing efforts
- methods by which NYPA is monitoring changing customer preferences
Evaluate NYPA's Integrated Risk Assessment and Internal Control
INERC Reliability Non compliance with reliability compliance Evaluation activities and the role of 1A in supporting the long-term Lecal and
16 [Compliance lAssessment  |Operations standards may resultin significant fines and objectives of these initiatives. Where appropriate, conduct targeted Regul ato a3
Controls Audit(s) increased regulatory scrutiny. lassessments to confirm the effectiveness of internal controls as € Y
identified by management in their Internal Controls Evaluation.
Economic Unclear requirements for potential newCES IConduct pre/post implementation review activities for new CES
ICES Technology . R . . . . . .
17 olutionsupport IConsulting Development & Energy system may impact the achievement of business  [systems being developed and/orimplemented. |Strategic Ongoing

Efficiency lobjectives.

L . . . Ensure adequacy and effectiveness of controls throughout the project
Inefficient or ineffective project management

Project ctivities could resultin suboptimaluse of managemgnt Iifg cycleincluding bt.:t not Iirrlite.d to proj:ect initiation and
18 |Management Cycle |Audit IOperations esources and projects that do not meet pproval (including CEAR, new project evaluation metrics suchasROIl  |Operations Q3
Audit bobjectives nd EVA, etc.), planning, controlling, execution, and closeout and the
' related handoffs between functional departments.
Increasing reliance on cloud based technology Assess the need for and options for NYPA to develop consistent
solutions could result in changing O&M costs and  [governance of, contract requirements and other key controls when
19 [Cloud Governance |Assessment  [Entity-Wide the associated implications to the pass through of Fcntemplatingfdeploving cloud based solutions. Strategic Qi1
lcosts to customers, changing cyber security profile
ifor NYPA, etc.
IAto be embedded into the strategicinitiativeas a key stakeholder to
StrategicAsset Unclear or ineffective governance overthe Asset [provide independent and objective supportin the design of internal
20 ManagementPlan [Consulting lOperations Management Strategic Initiative may resultinthe [controls. In addition, work during this consulting project willinclude  [strategic Ongoing
Support lorganization not achieving its strategicobjectives |determining opportunities for IAto support NYPA inits pursuit of ISO

55000.

Evaluate the patch management process and governanceincluding how

necessary patches are identified, authorized, tested, and approved for

implementation. Selectand testthe current patch compliance levels
ithinITand OT on a sample basis. Operations Q2

IThe lack of adequate patch management proc

land controls may increase the risk of unauthorized
Patch Management Audit Technology & ichanges implemented to production environment,
Review Innovation inconsistency, and inefficiency from the operati
land supporting personnel to manage the latest
\version or patch implementation.

21
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IThe mismanagement of "socially responsible”
lactivities may resultin an unfavorablecorporate

processes in place to obtain and be informed of all sustainability
regulations, and apply them throughout NYPA. Assess whether key

Sustainability - perception with stakeholders, customers, regulations have not been considered and whether employees are Legal and
22 Assessment Entity-Wide
Assessment suppliers, business partners, employeesandthe  lcomplying with sustainability requirements. Regulatory
regulatory community.
Review the design of IT & OT periodic user access recertification
User Access Failure to periodically review and recertify high  |process/ controls at network, application, database, and operating
I privileged user access at the infrastructure and system focusing on high privileged accounts (HPA).
ecertification i Technology & . . ;
23 ) Audit ; network systems may result inunauthorized Operations
eview at0Ss, DB Innovation . . .
laccess to sensitive/ critical data and changesvia
Network Layers . :
user access that is not needed or not authorized.
Conduct an assessment of the organization, governance and tools
Significant workforce retirements oran increasing [related to succession planning activities across NYPA and provide
24 Succession PlanningAssessment Entity-Wide inumber of staff exiting NYPAcould lead to recommendations for improving activities to meet NYPA strategicplan [Strategic
knowledge loss and critical skills shortages. objectives.
Perform a review of the design of the user access de-provisioning
Failure to remove terminated or transferred users'|[Process and cc{ ntrfJIs within the numerous IT{ OT systems incluc‘Jing
b - ool & access from systems and/ or network increase the network, appl !catnops, daFabases. and operating systems. The ‘ln-5c0pe
25 Ree;?:;wsnomng Audit I::w;i?ny risk of unauthorized access to the systems, records°YStems for thisreview willbe based on how the user authentication 5,0 ations
in those systems, and company network. (useriDand/ or passworf!} arg managed (i.e. single sign-on, using the
same ID/password of active directory).
Ensure NYPA personnel continue to rigorously followthe requirements
Ineffectivelock out/tag out of energized in CPP1 related to lock out and tag out. Ensure PTR system and related
Lock-Out/Tag-Out ; ) . _ 3 - ) ]
26 Compliance Audit Audit Operations quipment could lead to an employee safety interfaces continueto enable the effectiveimplementation of CPP1.  [Operations
incident or an unplanned outage.
Lack of a clear operating strategy for generating Ensyre‘ ger;\eratilon bifd strat:egies exist‘ andare being ex_ecute: to. .
,7 [GenerationBidding |, . Wholesale Commerciallassets could result in unexpected losses to NYPA orf:t'm'j?t _TI‘:: ”e':l NYPAsgenerac:‘nntassgtts.sggge ec;?:s el operations
Audit u Operations xcessive cycling of the plant that leads to eauditwill be on Flynn (new merchant unit), SCPPs an P
increased outages.
Increasing or unexpected changes in natural gas Ensure controls over the purchase of fuel are adequate and working
Fuel Purchasing & N \Wholesale Commercial . - ' ; |effectively to minimize the cost of fuel and ensure adequate supply to ]
d Id ItNYPA's fossil
28 Hedging Audit fudit lOperations ommodity prices could resu s 1osst ioptimize the value of NYPA's generating assets. [Operations

enerating assets to be uneconomical.
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Performance rtI

Management Aud

Lack of corporate objectives and performance
metrics could resultin conflicts asto how line

e

,alignment ofthe measures to business unit, department and
individual employee performance goals/expectations as appropriate

29 |(Levell,Business [Audit Business Services nd busin nitman t prioritize work [Strategic Q4
Unit, Department :mvi;‘izs essunitmanagement prioritize wo
land Individual) ’
_ Noncompliance with the Northern NY Power  [Ensure adequacy and effectiveness of controls in place to comply
Northern NYPower| Economic Proceeds program could significantly impact with the Northern NY Power Proceeds program/agreement. Legal and
30 . Audit Development & ) o A . , Q4
Proceeds Audit . designatedcommunities and impair NYPA's Regulatory
Energy Efficiency A
reputation.
Lack of clear definition of and objectives for Data [/A to be embedded in NYPA IT Strategic Plan - Data Analytics Initiati
Data Analytics ) ) ) Analytics could lead to unnecessary investments (as well as other entity-wideinitiatives such asthe Asset Managemz‘qs ) )
31 | hitiatives Support Consulting  [Entity-Wide and the inability for NYPA to achieve its strategic [Strategic Initiative focused on Data Analytical to provide internal trategic Ongoing
plan. control and other enterprise level support.
Large Construction Project Audit - ensure project risks are being
o Inefficient or ineffective project management igentified and mitigated, project is conducted consistent with
32 Traf:lsmlsslo_n LEM IAudit Operations activities could re'sultln suboptlmaluseof CEAR’(approvaLthat management is aware ofthe projects status and Operations Q3
Project Audit resources and projectsthat do not meet that significant vendors or contractors are performing in accordance
objectives. with contract terms.
Confirm NYPA has consistent governance and control over new and
NE“{/ Changing contracts for products and ichanging contracts (adhocor standardized). Processestobe
Contract services may notadequately protect NYPA's considered include contract development, negotiation, review,
' ; : . . Legal and
33 |Governanceand |Audit Entity-Wide |!1t_ere_sts that could lead to un_antuflp_)ated lapproval and filing/retention. Additionally, we will confirm the clarity] Regulatory Q2
Control Audit litigation outcomes or NYPA'sinability tomeet  of roles and responsibilities within the individual processes and
customer expectations and operations. where handoffs between processes exist.
IAto be embedded in management’s evaluation process over the
various compensation and benefits being offered that could affect
AffordableCare Act] HR & Enterori The new AffordableCare Act could resultin NYI_?% '?e"_‘gsl:gje:tOtheAf?rqah;ecare AF‘tCadflllactax.l;l'hesif  egal and
34 |Compliance (Consulting Shared S:r\?ic:: significant benefits costincreases to NYPA (via tactw_lges fnc d ":" ut are ':OZ |m|ie cttct? dr:_vlew ° curre|nt '2:': s ReegauI:to (OF ]
Assessment Cadillac Tax) or NYPA's workforce. provicersan e"“?“'a eccon ra_ ! |n_g process plann qr_ 2 i
2016 as well as a review and potentialre-write of employees policies,
0&M Audit - confirm the following:
- newly created Maximo utilization procedures are consistently
followed
35 Western Region Audit operations Ineffective maintenance practices mayimpact [ monitoring of work activitiesis conducted Dperations a1
O&M Audit ! peratt operational performance. - maintenance is completed consistent with work prioritization P !

methodology
- root cause assessment (TapRoot) of equipment or system failure is
conducted and followed up on.
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c;n; ra‘ct;r; ; nd ;r;l\;; r:t ;o:, m‘mb;.a;t; :;;r:_ - contractors and f0|: complyih gwith Depértment of Labbr requirement;
. . ) state/local and country specificregulatory Legal and
36 |Contractor Tenure Audit Entity-Wide requirements; Failure to onboard workers Regulatory a4
lappropriately to ensure adequate knowledge
transfer.
) ) ) Ensure NYPA's regulation of fullrequirements and monitoring/oversight|
) Economic New/changing business requirements for of partial requirements municipal and cooperative is adequate and
37 Muni/Coop A udit bevelopment &Energy municipal and cooperativecustomers could result effective. Legal and Q3
Regulation Audit ctficien in increased litigation, external stakeholder Regulatory
qr influence and impaired reputation to NYPA.
Evaluate the adequacy and effectiveness of controls within the
Energy Efficiency Economic Misaligned business activities could lead to Economic Development & Energy Efficiency Business Unit's finance and
38 [Finance & lAudit Development & Energy [inaccurate financial informationinforming [accounting function. Assessthe consistency of activitiesto corporate |ginancial Q2
IAccounting Efficiency business decisions finance and accounting governance expectations.
bast D cust t default d RinNYPA Evaluate the adequacy and effectiveness of controlsto ensure a
ast Due . ] ] ustomer payment defaults could resultin B ) . ;
39 ) . |Audit Business Services . . consistent and measured responseby NYPA to past duereceivablesto |Financial Q2
Receivables Audit writing off uncollectable receivables. minimize default risk.
IConfirm the adequacy and effectiveness of controls over payroll
Ineffective or inefficient payroll processing processing including but not limited to timekeeping, master file
40 |Payroll Cycle Audit [Audit Business Services lactivities could result inincorrect, improperor  [updates, policy enforcement, exceptions, processing and approvals for |Financial a1
unauthorized payments to employees. various payroll related activities including Flex, overtimeand other
payroll related exceptions.
Lack of clear R&D objectives or inability to achieve [Ensure controls are adequate and working effectively to ensure R&D
. . Technology & lobjectives could result in suboptimal R&D spend is consistent with R&D objectives. ,
41 REDSpendaudit  fudit Innovation |spending and/or negative external stakeholder [prrategic a
perception of NYPA.
Vegetation Lack of oversight of vegetation management Ensure adequacy and effectiveness of vendor management controls to
42 |Management Audit IOperations icontractor could lead to excessivecostsor poor  |ensure quality of vendor performance and management of costs. (Operations a1
[Vendor Audit performance.
ISt. Lawrence - isaligned admini . ithinth Ensure adequacy and effectiveness of financeand administration
43 Finance & Audit o ti Mls_a igne I:I m:jntist_ratlfv;e_ PFDC_ESSES_WItHI:Ctt_ € lactivities atthe site including but not limitedto recruitingand - ial
\Administration udl perations reglonlcou ;a c_nre n:enctes orine V€  |oerformance management, financial discipline (budgeting and expense | '"2"!@ a2
Audit icontrol over financial and human resources. management, financialacumen), T&E, etc.
_ IAto be embedded inthe project to evaluate energy commodity risk
:f"irﬂ Commodl:y Failure to effectively understand the mitigate management at NYPA and resolve gaps between current and potential
isk Managemen ) . ] . N
44 AP Anal 3_ iConsulting Risk Management lenergy commodity risks could lead to unexpected [future state strategies. The project willlead to potential changesin Strategic Ongoing
s ':ta ysis impacts to NYPA's financial performance. processes and tools for managing energy commodity risks.
uppo
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Ensure adequacy and effectiveness of financeand administration
activities at the site including but not limitedto recruiting and

F::;E\::EY Center Misaligned administrative processes withinthe  |performance management, financial discipline (budgeting and expense|
45 lAdministration \Audit Operations region could lead to inefficiencies orineffective |management, financialacumen), T&E, etc. Financial Q3
. icontrol over financial and human resources.
Audit
Ensure consistent application of controls for the purchase of goods
and materials at the site and the effective management of inventory
Failure to procure and maintain necessary to meet the plant's operational needs.
equipment necessary to operate
26 SEN‘f’-F’urllzhasmgI&‘Mdit Operations equnpment/systems_dugtomadequateasset Financial Q3
Warehousing Audit management planning, incorrect or obsolete
materials in stock, inventory stock-out, and/or
idelays in procurement.
Conduct Pre/Post implementation review activities for new travel &
entertainment (T&E) expense processing software.
IConcur (travel & Delays in or an unexpected outcome when
ntertainment implementing Concurwouldresultina
47 Fxpense] Pre/Post |Audit Business Services icontinuation of arecognized inefficient T&E Operations Ongoing
implementation process (links to Process Excellence strategic
Review initiative) and employeedissatisfaction.
Recurring audit support for NYPA Marketing Department to support
compliance program.
. Noncompliance with Recharge NY and other
ICustomerJob Economic & power allocation program (EP, RP,etc.) legislation Legal and
) \Audit Development & Ener, o n
8 laudits (D&M) d Effici en‘;\f & couldleadto increased regulatory scrutiny and Regulatory Q2 and Q4
negative impact to NYPA's reputation.
Identify high risk third party contracts (vendor, service provider,
. contractors or consultants) and exercise our audits rights to confirm
hird Pa Zzllrad spz:?a;z::?t: 23;23:3::;22 g%ylgtl;a; to performance in accordance with contract terms including accuracy of
49 rty ) \Audit Entity-Wide ) Y : A e " |invoicingand contract deliverables. Operations Ongoing
IContract Audits impairment of NYPA's reputation or increased

litigation.




