
March 26, 2015

MEMORANDUM TO THE GOVERNANCE COMMITTEE

FROM THE VICE PRESIDENT and CHIEF ETHICS & COMPLIANCE OFFICER

SUBJECT: Recent Developments and Status of NYPA’s Ethics & Compliance
Program – Governance Committee Report

ETHICS and COMPLIANCE

SUMMARY

The Office of Ethics and Compliance (“E&C Office”) advises NYPA’s trustees, officers
and employees on the legal, regulatory and NYPA Code of Conduct ethics and compliance
standards relating to NYPA’s employees and operations. It coordinates the investigation of
allegations and concerns involving NYPA’s assets and employees. This report highlights
significant developments in NYPA’s ethics and compliance program for the period December
16, 2014 to March 26, 2015.

BACKGROUND

The principal substantive issues arising under the NYS ethics laws and NYPA’s Code of
Conduct investigated or researched since the most recent Governance Committee report on
December 16, 2014 include various requests to engage in outside activities and employment and
issues concerning conflicts of interest, energy policy reviews, gifts inquiries and post-
employment restrictions questions.

The E&C Office provides annual training and Code of Conduct Certification to all
trustees, officers and employees to reaffirm NYPA’s commitment to prevailing ethics principles
and raise awareness of the laws and regulations with which all NYS public employees are
required to comply. Annual review of and certification to the NYPA Code of Conduct is
implemented as an additional measure to reinforce acceptable business and professional conduct.
The E&C Office also coordinates required training for designated employees to comply with the
Federal Energy Regulatory Commission’s (“FERC”) Standards of Conduct relating to its
transmission and energy marketing functions and FERC Rules designed to prevent manipulation
of energy markets.

DISCUSSION

Ethics Caseload

The E&C Office reviewed 37 cases since the last report to the Governance Committee
and handled 189 cases in calendar year 2014. The case totals for 2014 included the following
categories: appearances of impropriety; conflicts of interest, including two related to relatives;
gifts questions; outside activities and outside employment reviews; re-employment assessments
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for two recently retired senior executives; post-employment questions, issues related to
unwarranted privileges and evaluations relating to appropriate use of NYPA assets. These cases
originated from all NYPA headquarters and operating facilities, with a concentration from the
White Plains Office. Ethics inquiries were made by various trustees, officers, bargaining unit
and salaried employees.

Selected Cases

A manager from NYPA’s Internal Audit Department was terminated after an
investigation relating to his inappropriate usage of the NYPA Citibank Travel Card (“the Travel
Card”). Employees who are authorized to travel on NYPA business may be issued a Travel
Card, which is restricted to official business purchases. The employee accepted the terms of
usage agreement upon receipt of the Travel Card and understood the policy guiding its restricted,
business-only usage. However, he repeatedly used the Travel Card for personal purchases,
including after being counseled against the practice. Further, the employee neglected to file
timely expense reports in accordance with NYPA policy and attempted to justify this negligence
by claiming he intentionally withheld the reports to assess the Accounts Payable department’s
internal controls. This action was not part of an internal audit or work assignment. The
employee admitted to investigators that he took this action for his personal self-interest and that
it was not related to his official duties.

While NYPA expects that all employees will adhere to policies, rules and regulations
required of them, certain positions are held to a higher standard, must remain above reproach
and act solely in the interest of the organization at all times. Members of the Internal Audit
department must meet that heightened standard as they are responsible for assessing employees’
adherence to policies, rules and regulations. It is incumbent that they cannot take advantage of
their positions for their own self-interests.

In another case, NYPA was interested in contracting with a vendor which employed a
former New York State employee and member of the Executive Chamber staff. The individual
interacted with NYPA staff on various issues as part of his former official New York State
duties. Prior to engaging the vendor, NYPA requested that this former state employee obtain an
informal advisory opinion from the NYS Joint Commission on Public Ethics (“JCOPE”)
authorizing this individual and the firm currently employing him to provide services to NYPA.
JCOPE reviewed the proposed activities relative to both the two-year and lifetime post-
employment restrictions and found that the Public Officers Law would not prevent him or the
firm from providing the proposed services.

Two NYPA employees who hold policy-making positions who also engage in approved
outside employment were required to submit Outside Activities reports to JCOPE seeking
permission to engage in these activities. JCOPE approval is required since their anticipated
income would exceed the $4000 annual regulatory threshold for outside activities. Prior to
submission to JCOPE, NYPA’s E & C Office conducted its own conflicts review in accordance
with the Code of Conduct and approved the activities. The E & C Office then facilitated the
JCOPE review for both employees.

In the first instance, an employee sought permission to serve as an adjunct professor and
teach energy industry courses at two New York City metropolitan universities. Permission to
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engage in this activity was granted for the Fall 2014 semester and is pending for the Spring 2015
semester.

The second review was comprised of various requests for one employee. This review
included activities relating to serving as a paramedic, a lecturer and consultant with a medical
college and acting as an Emergency Response Coordinator for a federal agency. Each of these
outside activities was approved by JCOPE.

Collaboration with the New York State Inspector General’s Office and Other External Agencies

NYPA continues to collaborate with the NYS Inspector General’s Office and other
external agencies in providing requested documentation or information related to ongoing
investigations with those agencies.

Training and Outreach

The E & C Office provides annual training to all employees. The training is typically
delivered either via live, in-person sessions or electronically as a computer based program. In
calendar year 2014, NYPA’s Video Production Services Department from the Public and
Governmental Affairs business unit produced a video containing training content focused on the
NYS and NYPA Code of Conduct gifts restrictions applicable to NYPA’s employees. The video
consisted of an edited portion of a prior presentation of the JCOPE Comprehensive Ethics
Training course. This video was delivered to employees via the Learning Management System
and was well-received by staff.

The E & C Office continued to provide the two hour JCOPE Comprehensive Training
course throughout calendar year 2014 to fulfill its mandate to provide this training to all Trustees
and employees who participate in the JCOPE Financial Disclosure program. The mandatory
Compliance Training Report was submitted on January 31, 2015, detailing those employees who
received the required training in calendar year 2014.

Financial Disclosure

NYPA submitted its annual Financial Disclosure filer preparation documents to JCOPE
prior to the February 27, 2015 submission deadline. There are 707 eligible participants in the
Financial Disclosure program. All employees whose base salaries, exclusive of overtime or
other benefits, exceed $91,821, or whom are deemed to serve in ‘policy-making positions’
regardless of their salaries, are required participants in the program.

199 of the required participants have been granted either individual or title exemptions by
JCOPE and are not required to submit an annual Financial Disclosure Statement. 158 of the
remaining 508 participating employees have been designated as policy makers and may not
apply for an exemption from the program. As discussed above in the “Selected Cases” section of
this report, several designated policy makers have outside employment that required JCOPE
approval. Those outside engagements must be reported on those individual’s Financial
Disclosure Statements, and include the income earned.
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Internal Audit—Ethics & Claims Management (OPR14120)

NYPA’s Internal Audit Department conducted an audit of NYPA’s Employee Concerns
Line (877-TEL-NYPA) and a comprehensive review of the Ethics & Claims Management
systems, ethics policies and procedures. The audit resulted in observations and
recommendations relating to claims handling, the need for a formalized written procedure for
maintaining the case management system and a completed contract with the vendor providing
hotline services.

The E & C Office has accepted the audit recommendations and is in the process of
implementing them to enhance its programs.

“Project Sunlight”

Project Sunlight is a database maintained by the NYS Office of General Services which
allows members of the public access to information concerning meetings (“covered
appearances”) between NYPA representatives and external parties under five qualifying
categories, including procurement, rate-making and rule-making matters. The Governor’s Office
continues to closely monitor compliance with Project Sunlight and hosts periodic meetings to
discuss any issues related to the database. NYPA submitted 248 appearances in calendar year
2013 and 167 entries were logged in calendar year 2014.

RELIABILITY STANDARDS COMPLIANCE

SUMMARY

This report highlights important aspects of NYPA’s reliability standards compliance
management program for the period December 16, 2014 to March 26, 2015. A brief
background statement is followed by discussion of specific reliability standards-related topics
affecting the enterprise.

BACKGROUND

Background information related to the origin of the North American Electric Reliability
Corporation (NERC) mandatory standards for reliability and NYPA’s obligations to demonstrate
compliance with the standards has been presented in previous reports to the Governance
Committee.

DISCUSSION

NERC Reliability Standards Compliance Enforcement Actions

During the reporting period, NYPA reported one (1) new possible violation of the NERC
Reliability Standards to the Northeast Power Coordinating Council (NPCC), NERC’s
compliance monitoring and enforcement agent for NYPA. The NPCC is reviewing NYPA’s
determination that the violation posed minimal risk to the reliability of the Bulk Electric System
and that the violation can be processed as a compliance exception under NERC’s risk-based
enforcement program for self-logging of minimal risk issues.
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NPCC closed its review of three (3) previously reported violations processed under the
self-logging pilot program. NPCC determined that these instances of noncompliance posed
minimal risk to the reliability of the Bulk Power System and were appropriately mitigated.
NPCC filed a compliance exception with NERC for one (1) violation and declined to further
pursue the other two (2) from an enforcement perspective.

Investigations of Possible Violations

During the reporting period, Technical Compliance initiated six (6) investigations of
possible violations of the NERC Reliability Standards; three (3) investigations were closed and
seven (7) are active. This internal process is viewed by the regulator as evidence that NYPA has
a strong internal compliance program.

Self-Certifications of Compliance

During the reporting period, NYPA was required to self-certify compliance for twenty
four (24) of the NERC Reliability Standards applicable to NYPA for the 2014 calendar year.
Technical Compliance has established a rigorous process to ensure that compliance evidence is
updated before NYPA self-certifies compliance.

NERC Risk-Based Compliance Monitoring and Enforcement Program

NYPA has been actively supporting NERC and NPCC in moving this important NERC
program forward. During the reporting period, NYPA continued to participate in two pilot
programs to test new compliance monitoring and enforcement tools. These pilot programs were
conducted in several regions across North America to establish the basis for a more risk-based,
continent-wide compliance monitoring process. One is focusing on methods for assessing a
company’s risk and internal controls for managing compliance and one is focusing on new tools
for processing minimal risk violations of the standards.

Specifically, NYPA continued its participation in the pilot enforcement program for self-
logging of minimal risk issues during this reporting period. NYPA continued to receive very
positive feedback from NPCC for its participation in this pilot program. During the period,
NPCC invited other registered entities in the NPCC region to participate in the self-logging
program. NYPA provided guidance and support to these other entities in the mechanics of the
self-logging process, especially the assessment of minimal risk.

During the period, the VP Technical Compliance, R. Crissman, agreed to serve on an
Industry Advisory Group, established by NERC, which will provide implementation guidance to
the industry for this NERC initiative; the implementation is planned to be completed by the end
of 2015. Mr. Crissman attended several meetings of the Industry Advisory Group, served as a
panelist in two NERC-sponsored workshops on the program in October, and delivered a
presentation regarding NYPA’s participation in the enforcement pilot program to the NERC
Board of Trustees Compliance Committee at its meeting in Atlanta, GA on November 12.
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Bulk Electric System (BES) Definition

As stated in earlier reports, the Federal Energy Regulatory Commission (FERC)
approved the new Bulk Electric System (BES) definition and that NYPA has identified over 40
new BES elements that will be subject to the NERC reliability standards in July 2016.

As stated in earlier reports, the adoption of the new BES definition may require NYPA to
register as a Transmission Operator (TOP) and/or a Transmission Planner (TP). During the
reporting period, NYPA continued to participate in meetings with the New York State
Independent System Operator (“NYISO”) and the other NY Transmission Owners to assess new
state-wide functional registration and compliance management impacts and actions pursuant to
the new BES definition.

During the reporting period, NYPA engaged the NYISO in discussions regarding
NYPA’s request of the NYISO to add some of NYPA’s newly identified BES elements to its list
of controlled assets for Transmission Operator (TOP) compliance purposes. NYPA is taking a
position that since it does not operate most of its newly identified BES assets, in a NERC
functional model sense, that it will not be registered as a TOP. The NYISO agreed to add
approximately 60% of NYPA’s new BES assets, mainly newly identified 345 kV elements (e.g.
those associated with the Y49 transmission line) to its list of controlled assets for TOP
compliance purposes. The NYISO requested that NYPA continue discussions with other
Transmission Owners (TOs) regarding TOP compliance for the remaining NYPA BES assets.
Related to this requirement, NYPA continues to work closely with Alcoa in the development of a
joint exception request to exclude the Moses-Alcoa 115 kV transmission lines from the BES. It
is anticipated the exception request will be submitted to NPCC for evaluation in April 2015.

NYPA reached a tentative agreement with the NYISO as to NYPA becoming a NERC
registered Transmission Planner under a Coordinated Functional Registration (CFR) agreement.
Under the agreement, the NYISO will perform the functional responsibilities and have
compliance accountability for all but a few requirements under the transmission planning
standards that apply to NYPA’s assets. The details of the agreement are currently being
developed.

NYPA staff continued discussions with NY Transmission Owners to reach agreements
that clarify the roles and responsibilities for compliance management for the Transmission
Owner (TO) standards related to NYPA assets operated and maintained by others. NYPA’s
discussions with these organizations also focused on reaching agreements, before April 2016, for
managing compliance with the Version 5 Critical Infrastructure Protection (CIP) cyber security
standards for assets owned by NYPA but that reside in facilities owned by others.

Critical Infrastructure Protection (CIP) Standards - Version 5

Final ballots for five Version 5 Critical Infrastructure Protection Standards revisions and
two definitions were approved by the industry on February 2, 2015. The standards will be
submitted to the NERC Board of Trustees for adoption and then filed with the appropriate
regulatory authorities. NYPA will continue to monitor the regulatory changes and adjust its
planned transition for moving from Version 3 to Version 5 accordingly.
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The CIP Version 5 Implementation Project Management team is comprised of a Core
Transition team and the seven (7) compliance teams. These teams have cross functional
representation of NYPA’s internal stakeholders and are focusing on the following areas:

 Review and update of the CIP policies and procedures,

 Identification and classification of all the new in-scope cyber assets,

 Implementation of the physical security controls, and

 Identification and modifications to the work management tools.

The Transition Plan leverages NYPA’s existing CIP Version 3 compliance program by
transitioning the existing program to a CIP Version 5 posture by July 2015 and then expanding it
to the new Cyber Systems later in 2015. NYPA expects to engage NPCC in July 2015 to
conduct an assessment of its progress in moving from Version 3 to Version 5 compliance. The
assessment is an opportunity for NYPA to validate its approach and implement any
recommendations made by NPCC. Execution of the implementation plan and the NPCC
assessment are expected to enable NYPA to demonstrate compliance with the new standards by
the April 1, 2016 enforcement date.

With the cancellation of the January 2015 Board of Trustees meeting, the CIP Version 5
implementation Capital Expenditure Authorization Request (CEAR) was presented for approval
at the February 2015 Board of Trustees meeting. A procedural matter further delayed approval
of the CEAR until the March 2015 meeting. In the interim, a letter of intent was provided to the
successful bidder with a funding release that has enabled the vendor to undertake engineering
tasks and initiate other long-lead time activities that are critical to meet the compliance
enforcement date. The CIP Version 5 implementation expenditure estimates are included in the
Operations budget plan for 2015-2016.

Physical Security Standard

As a result of recently distributed information about an April 2013 coordinated physical
attack on a Pacific Gas and Electric Corporation substation, several US Senators requested FERC
and NERC to consider whether NERC should establish and enforce standards for physical
security for critical electric facilities. As a result, NERC developed a new physical security
standard (CIP-014-1 – Physical Security) which was approved by FERC on November 20, 2014
and it will become effective October 1, 2015.

NYPA completed a preliminary risk assessment pursuant to the applicability criteria in
the standard and identified several of NYPA’s transmission stations and substations that may be
subject to the standard. The next step is to identify the stations and substations through system
modeling studies that if rendered inoperable or damaged as a result of a physical attack, could
result in instability, uncontrolled separation or cascading within an Interconnection. NYPA is
working with the NYISO and NY Transmission Owners to develop a modeling methodology to
ensure consistency across New York State in the assessment and identification of transmission
facilities that will be subject to this standard. Those facilities that are identified from the
modeling studies will be subject to other requirements including a vulnerability assessment and a
documented security plan that must be reviewed and updated every 30 months.
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NPCC Spot Check Audits

On July 29, 2014, NPCC initiated an off-site Spot Check Audit of the operations and
planning standard PRC-002-NPCC-001 – Disturbance Monitoring for NYPA’s Transmission
Owner function registration. NYPA submitted the required compliance documentation on
October 17, 2014. The NPCC audit staff completed its review of NYPA’s compliance
documentation and provided a preliminary indication that NYPA is fully compliant with PRC-
002-NPCC-001. There were no findings or recommendations in the final NPCC Spot Check
Audit report issued in January 2015.


