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ETHICS and COMPLIANCE

SUMMARY

The Office of Ethics and Compliance (“E&C Office”) advises NYPA’s trustees, officers

and employees on the legal, regulatory and NYPA Code of Conduct ethics and compliance

standards relating to NYPA’s employees and operations. It coordinates the investigation of

allegations and concerns involving NYPA’s assets and employees. This report highlights

significant developments in NYPA’s ethics and compliance program for the period March 29,

2016 to July 26, 2016.

BACKGROUND

The principal substantive issues arising under the NYS ethics laws and NYPA’s Code of

Conduct investigated or researched since the most recent Governance Committee report on

March 29, 2016 include various requests to engage in outside activities and employment and

issues concerning conflicts of interest, post-employment analyses, policy reviews, gifts inquiries

and new hire “reverse two-year-bar” employment restrictions questions.

The E&C Office provides annual training and Code of Conduct Certification to all

trustees, officers and employees to reaffirm NYPA’s commitment to prevailing ethics principles

and raise awareness of the laws and regulations with which all NYS public employees are

required to comply. Annual review of and certification to the NYPA Code of Conduct is

implemented as an additional measure to reinforce acceptable business and professional

conduct. The E&C Office also coordinates required training for designated employees to

comply with the Federal Energy Regulatory Commission’s (“FERC”) Standards of Conduct

relating to transmission and energy marketing functions and FERC Rules designed to prevent

manipulation of energy markets.
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DISCUSSION

Ethics Caseload

The E&C Office reviewed 91cases since the last report to the Governance Committee,

including outside employment and activities, securities inquiries, various gifts and industry event

attendance questions and several allegations received via NYPA’s Employee Concerns Line,

referrals from the NYS Inspector General’s Office and through letters directed to the Vice

President and Chief Ethics & Compliance Officer.

Selected Cases

Outside employment reviews and approvals included professional engineering services

for design and drafting of various commercial, residential and governmental buildings,

ownership and management of several residential rental properties, two professional speech

writers for colleges, an adjunct professorship, an IT consulting business, a wedding consulting

business, a professional photographer and various coaching positions for high schools and

private athletic clubs throughout the state. All were approved with guidelines employees must

follow to avoid conflicts of interest and appearances of impropriety and ensure compliance with

the NYS Public Officers Law and NYPA’s Code of Conduct. As required by NYS regulations,

outside employment sought by two employees holding designated policy-making positions were

forwarded to the NYS Joint Commission on Public Ethics (“JCOPE”) for review and approval.

NYPA’s E & C Office coordinates these submissions on behalf of the employee. Both

applications were approved by JCOPE.

Uncompensated outside activities reviewed and approved included a bargaining unit

employee who acts as the treasurer of a local Democratic Committee and Vice Chair of the

county level party committee, a board member of a public golf course, a board position on a

local recreational committee, a nursing volunteer at a local hospital, employees engaged with

continued support of Wounded Warriors initiatives and several STEM (Science, Technology,

Engineering and Math) advisory positions at various middle and high schools across the state.

As with compensated outside employment scenarios, these outside activities were also

approved with guidelines to assist employees in avoiding any conflicts of interest or other

violations of the NYS Public Officers Law and NYPA’s Code of Conduct.

The E & C Office was asked to opine whether several recently hired employees were
subject to the “reverse two year bar” as it related to projects they were assigned as part of their
NYPA duties. In one instance, the NYPA employee had been employed by another state
agency representing that organization in financial transactions and bond work that NYPA was
also a party to prior to his NYPA employment. In his current NYPA position, the employee was
expected to work on a similar transaction representing NYPA and which would require him to
engage with his former state agency employer. Both NYPA and the employee’s former agency
concluded that the ‘government-to-government’ exception would negate any appearance of a
conflict of interest and allow for the employee to appear before his former agency. Both entities
formally acknowledged their waiver of any conflict of interest.

In the second instance, a newly hired employee was asked to offer guidance related to
“NTAC” (NYPA Transition Adjustment Charge) discussions which would affect his former
employer (a New York State electric utility and Transmission owner under the jurisdiction of the
“NYISO” (New York Independent System Operator). This activity was approved because the
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NYPA employee had no responsibilities for this type of work while working for his former
organization and because he would only be offering advice and consulting support to the NYPA
leads on this initiative while not serving as the primary NYPA representative.

Internal Collaboration

The E & C Office continues to provide support to the Internal Audit Department as it

plans for upcoming quarterly audits and assessments by providing historical knowledge and

case updates for key subject areas, including fraud and other activities which have led to

corrective actions. This quarterly meeting also provides an opportunity for updating Internal

Audit staff regarding ongoing ethics and compliance matters that may be of interest to the group

as they develop more comprehensive audit plans that include ethics and compliance controls.

To further enhance our working relationship and offer subject matter expertise, both E &
C staff members have volunteered to participate in the Guest Auditor program recently launched
by Internal Audit.

The E& C Office is currently developing a tool to assist the Human Resources
Department hiring managers understand and explain various ethics requirements to prospective
new hires so that these new employees are fully aware of the legal requirements and
expectations of government employees. It is expected that providing information during the
recruitment process about outside employment approvals, conflicts of interest, the “reverse two
year bar”, securities ownership and post-employment restrictions will reduce the likelihood of
adverse ethics issues occurring after hiring.

Collaboration with the New York State Inspector General’s Office and Other External Agencies

NYPA continues to collaborate with the NYS Inspector General’s Office and other

external federal and state agencies in providing requested documentation or information related

to ongoing investigations. The E&C Office is NYPA’s liaison for coordinating compliance with

investigations affecting NYPA and its business partners.

Training and Outreach

The E & C Office provides annual training to all employees, including self-developed

content and that provided by JCOPE. The training is delivered either via live, in-person

sessions, electronically as a computer based slide presentation or via video presentation. For

calendar year 2016, NYPA will provide the updated JCOPE Comprehensive Ethics Training

Course (“CETC”) created as a result of the Public Integrity Reform Act of 2011 (“PIRA”)

requirement to train all financial disclosure filers on the State’s ethics rules. PIRA requires initial

training and follow up training of those employees who have already completed the JCOPE’s

CETC within three years of original certification. The original CETC training occurred in 2013,

thus triggering the need for follow up training in 2016 for those individuals who received the

training in 2013.

This second JCOPE ethics refresher training is under development and will be

approximately 90 minutes. JCOPE recently released guidance indicating that employees will

satisfy the secondary training requirement if they repeat the CETC. The first session of this

CETC follow up training was delivered in the Albany Office in late June. We expect to deliver

the CETC in the third and fourth quarters of 2016. Should the updated JCOPE refresher
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training become available, we will provide CETC to new hire employees required to participate

initially and the 90 minutes refresher to those employees who have completed the initial training

requirement.

Financial Disclosure

Financial Disclosure Statements were due at JCOPE by May 16, 2016. The filing

process this year included a new filing system housed on the NY.gov website. Transitioning to

the new system required coordination and troubleshooting on behalf of many employees. The E

& C Office provided guidance and assistance to over 100 NYPA filers directly and referred many

more to either JCOPE or the NY.gov helpdesk for technical assistance.

The newly updated Financial Disclosure Statements required filers engaging in outside
employment to disclose details of their clients in certain professionally licensed trades, if those
clients had business before the State in excess of $25,000 and for which the state employee or
official billed the client $10,000 annually. This new disclosure requirement presents challenges
for certain filers as they may not have the discretion to disclose the identities of their private
clients. In some instances, filers may have to decide whether to continue in state service to fully
comply with the Financial Disclosure requirements.

NYS Canal Corporation

The E & C Office anticipates coordination and integration of ethics and compliance
issues for the NYS Canal Corporation to begin in the third quarter of 2016. To effectuate that
transition, the Office will need to ascertain the financial disclosure status of all Canal
Corporation employees as it relates to the required CETC training discussed above. Annual
training compliance reports must be submitted to JCOPE by January 31 of each calendar year,
detailing the required training dates for all participants in the Financial Disclosure program
administered by JCOPE.

Additionally, personal information related to Financial Disclosure participants must be
submitted to JCOPE by March 1st of each calendar year. Obtaining and verifying this
information prior to the proposed January 1st takeover of oversight of the Canal Corporation will
require coordination of information from the Canal Corporation, the Thruway Authority and/or
JCOPE to ensure that compliance reports are submitted in a timely manner to meet statutory
deadlines.

RELIABILITY STANDARDS COMPLIANCE

SUMMARY

This report highlights important aspects of NYPA’s reliability standards compliance

management program for the period March 8, 2016 to July 26, 2016. A brief background

statement is followed by discussion of specific reliability standards-related topics affecting the

enterprise.

BACKGROUND

Background information related to the origin of the North American Electric Reliability

Corporation (“NERC”) mandatory standards for reliability and NYPA’s obligations to
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demonstrate compliance with the standards has been presented in previous reports to the

Governance Committee.

DISCUSSION

NERC Reliability Standards Compliance Enforcement Actions

During the reporting period, there were no new possible violations of the NERC

Reliability Standards reported to the Northeast Power Coordinating Council (“NPCC”).

Investigations of Possible Violations

During the reporting period, Technical Compliance initiated two (2) investigations of

possible violations of the NERC Reliability Standards. The investigation teams determined that

there were no possible violations of Reliability Standards associated with both incidents. This

internal process is viewed by the regulator as evidence that NYPA has a strong internal

compliance program.

Risk-Based Evidence Management Program

Effective in late 2015, NPCC revamped the self-certification process to a risk-based

model. The new process is referred to as the Guided Self-Certification program. This program is

being administered to entities in the NPCC region in lieu of the previous annual self-certification

program. In response, Technical Compliance has implemented a Risk-Based Evidence

Management Program for identifying areas of risk and appropriate frequency for compliance

evidence updates and evaluation for the NERC Reliability Standards applicable to NYPA. This

process ensures that NYPA’s compliance program is in-line with NERC’s risk-based

Compliance Monitoring and Enforcement Program and the NPCC guided self-certification

process. RSC has identified fifty-three (53) NERC Reliability Standards whose evidence will be

reviewed and updated in 2016.

Guided Self-Certification of Compliance

During the reporting period, NYPA was required to and did self-certify compliance for

CIP-014-2: Physical Security, Requirement 1 by May 2, 2016. Technical Compliance has

established a rigorous process to ensure that compliance evidence is updated before NYPA

self-certifies compliance.

NERC Risk-Based Compliance Monitoring and Enforcement Program

In March and April, NYPA RSC continued to work with Navigant Consulting on

development of the internal control process flow diagrams for the standard specific controls as

part of NPCC’s Internal Control Evaluation (“ICE”) project. NPCC requested permission to use

NYPA's EOP-004-2 internal controls process flow diagram to represent better/best internal

control practices at the 2016 Spring NPCC Compliance Workshop. It is anticipated that NPCC

will close out its evaluation of NYPA with an on-site visit in the 3rd quarter of 2016.
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Bulk Electric System (“BES”) Definition

As stated in earlier reports, the Federal Energy Regulatory Commission (“FERC”)

approved the new Bulk Electric System definition and that NYPA identified over 50 new BES

elements that will be subject to the NERC reliability standards in July 2016. The new definition

applies essentially to any transmission assets operated at or above 100 kV.

During the reporting period, NYPA continued to participate in meetings with the New

York State Independent System Operator (“NYISO”) and the other NY Transmission Owners to

assess new state-wide functional registration and compliance management impacts and actions

pursuant to the new BES definition.

During the reporting period, NYPA continued to engage with the NYISO regarding

Transmission Planner (“TP”) responsibilities and with other NY Transmission Owners to reach

agreements that clarify the roles and responsibilities for compliance management for the

Transmission Owner (“TO”) standards related to NYPA assets operated and maintained by

others. On June 7, 2016, a Memorandum of Understanding was signed with the NYISO to

assign additional compliance responsibility and performance of functional tasks to the NYISO to

meet applicable NERC Reliability Standard requirements for the NERC TP function. This

delegation is in addition to the allocation of responsibilities made under the New York Control

Area (“NYCA”) Coordinated Functional Registration (“CFR”) Agreement.

During March and April of the reporting period, NYPA signed two (2) Memoranda of

Understanding (“MOU”) with New York State Electric and Gas (“NYSEG”) pertaining to the

NYPA Fraser Static VAR Compensator (“SVC”) located in the Fraser Substation and the NYPA

Oakdale Capacitor Bank located in the Oakdale Substation. In addition, NYPA worked with

NYSEG to modify an existing Facility Agreement for managing compliance with Version 5 of the

Critical Infrastructure Protection (“CIP”) cyber security standards for NYPA Shunt Reactor

located in the Coopers Corners Substation.

With these agreements, NYPA has avoided substantive non-recurring and recurring

work to manage compliance with what could have been over 500 requirements under the

Transmission Operator and Transmission Planner registrations.

The Plattsburgh 115kV capacitor banks 5 and 6 BES exclusion exception request was

approved by NPCC on May 23, 2016. As a result, these capacitors are not considered to be

BES elements. The next step is for NERC to review and confirm NPCC’s determination. NYPA

continues to work with Alcoa regarding the Moses-Alcoa 115kV transmission lines exclusion

exception request (“EER”). On May 31, 2016, Alcoa and NYPA submitted a joint implementation

time extension request to NPCC to allow the parties sufficient time to become compliant with

applicable standards once a decision is made.

Critical Infrastructure Protection (CIP) Standards - Version 5 (V5)

During the reporting period, NYPA's CIP V5 implementation project team continued to

execute the transition plan to achieve compliance with the new cyber security standards

requirements before the July 1, 2016 enforcement date for High and Medium impact BES Cyber

Systems. The project implementation team has completed the priority activities required for
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compliance with the CIP requirements ahead of compliance objectives (cyber security best

practices and initiatives) in the following areas:

 Updating of CIP policies and procedures,
 Identification and classification of all of BES Cyber Systems,
 Implementation of physical security controls, and
 Upgrades to the work management tools.

In June, the team started conducting Internal Readiness Assessments on NYPA’s CIPv5

compliance posture to validate the completion of the CIP V5 transition.

The team’s efforts will continue beyond the initial CIP V5 standard July 1, 2016

enforcement date into 2017 and include the completion of the compliance objectives,

addressing the remaining CIP V5 requirements by the April 1, 2017 enforcement date and other

compliance program enhancements to achieve CIP compliance sustainability.

Physical Security Standard

As a result of an April 2013 coordinated physical attack on a Pacific Gas and Electric

Corporation substation, several US Senators requested FERC and NERC to consider whether

NERC should establish and enforce standards for physical security for critical electric facilities.

As a result, NERC developed a new physical security standard (CIP-014-2 – Physical Security)

which was approved by FERC on November 20, 2014 and became effective October 1, 2015.

For CIP-014-2 Requirements R4 & R5, Physical Security has completed the preliminary Threats

and Vulnerability (“T&V”) assessments and security plans for the NYPA substations identified in

Requirement R1. Navigant has reviewed and confirmed the preliminary T&V assessments as

the independent verifier under Requirement R6.


