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• Commodity Market 
Volatility

• Sustained Low Power 
Prices 

• Hydro Flow Volumes

• Inability to meet 
energy service 
customer choices 

• Key mitigation strategies are being implemented to demonstrate NYPA’s strong commitment 

to a robust risk culture

• These efforts mitigate existing and potential risks across several fronts

Risks Assessment Process

Emergency Management 
& Business Continuity 

Planning 

• Cyber Security

• Catastrophic Events

• Critical Infrastructure

Energy Commodity Risk 
Solution Project

• Commodity Market 
Volatility

• Sustained Low Power 
Prices

• Customer Energy 
Choices

• Hydro Flows                        

Human Capital             
Maturity Model

• Attract and Sustain 
Qualified Workforce

• Workforce Health and 
Safety

• Disruptive Innovation

• Regulatory/Legislative 
Environment  

Risk Sponsors 
& Core Team 
Participation

Risk Sponsors 
& Core Team 
Participation

Risk Survey & 
Workshops 

Risk Survey & 
Workshops 

Mitigation 
Strategies

ERMC SignoffERMC Signoff
Trustee

Presentation

Trustee

Presentation
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Risk Sponsors 
& Core Team 
Participation

Risk Sponsors 
& Core Team 
Participation

Risk Survey & 
Workshops 

Risk Survey & 
Workshops 

Action Plans ERMC SignoffERMC Signoff
Trustee

Presentation

Trustee

Presentation

• Commodity Market 
Volatility

• Sustained Low Power 
Prices 

• Hydro Flow Volumes

• Inability to meet 
energy service 
customer choices 

• Key action plans identified addressing NYPA’s Top Enterprise Risks

Top Risks Assessment Process

Sustained Low Power Prices 
and  Commodity Market 

Volatility

• Long term market view

• Stress testing of pricing 

• Congestion risk 
quantification

Disruptive Innovation 

• Cross functional working 
group committee

• Benchmark with leading 
parties

Regulatory/Legislative 
Environment

• Governance structure 
focused on tracking and 
communication 

• Proactive instead of 
reactive



5Key Risk Indicators

Top Enterprise Risks Title

Cyber Security 
• Viruses Detected

• Cyber Prevention Protection

Workforce Health and Safety 
• Safety Walk Downs

• Near Miss Reporting

Regulatory/Legislative Environment • Federal Regulation/Legislation Potentially Impacting NYPA

Commodity Market Volatility • NYC Governmental Customer Cost-of-Service Variance

Hydro Flow Volumes
• Hydro Flow Probability

• Hydro Forecast Variance

Attract and Sustain Qualified Workforce • Salaried Voluntary Turnovers vs. Vacancy Rate

Critical Infrastructure Failure
• Lost Market Revenue Resulting from Forced Outages

• Tracking Critical Corrective Maintenance Hours

Sustained Low Power Prices
• 2017 Energy Prices Indexed to 2012 Pricing

• 2017 Capacity Prices Indexed to 2012 Pricing
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• Conditions, situations or trends whose impact and likelihood are unknown due to lack of data

• Strategy, financial strength, competitive position and reputation could be impacted

Customer Energy Choices

Disruptive Innovation

Workforce Health and Safety

Sustained Low Energy Prices

Attract & Sustain Qualified Workforce

Critical Infrastructure Failure

Cyber Security

Hydro Flow Volumes

Catastrophic Events

Commodity Market Volatility

Regulatory/Legislative Environment

Ethical Behavior

Congestion Constraints 

Big Data ManagementReputation

Man-Made                

Electromagnetic Pulse (EMP)

Cost Recovery

3rd Party Vendor Management 

Counterparty Credit

Canals Corporation

Top Enterprise  

Risks

Top Enterprise  

Risks

Known Impact 

AND

Known 

Likelihood
Known Impact OR Known Likelihood

Unknown Impact

AND

Unknown 

Likelihood

Contractual Compliance

Emerging Risks: 5-Year Horizon

Emerging 

Risks

Emerging 

Risks

Natural Geomagnetic 

Disturbances (GMD)



Cyber Security Risk
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Cyber related event or activity that has a major impact on NYPA, impairs 

grid reliability, erodes public trust and/or compromises safety
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Evaluate and improve recovery and public trust/reputation 

Public trust / reputation risk management framework C C C C I C C A/R

Enterprise level business resiliency integration R C C I I I I A

*Enterprise level technology architecture R R C C I I C C

*Enterprise level security architecture C C R C I I C C

Third-party protocol R C R C C I R A

Enterprise data classification and security A/R A/R R C C I I I

External and internal indicators of performance (KPIs and KRIs) A I R C I I I R
Development and establishment of metrics used to 

measure leading and lagging indicators

*Note: Cyber Organization is still  under development, once completed an Accountable party will be assigned

Key Risk and Performance Metrics 

Establishment of governance pol icies, procedures and 

controls related to security architecture, and third party 

protocol.

Development of a risk management framework to address 

reputational  risk. Integration of business continuity and 

emergency management program with enterprise level  

business resiliency. 

Develop enterprise-wide cyber security governance and enhance foundational controls 

• Responsible: Those who do the work to achieve the task

• Accountable: The one answerable for the correct and through completion of the deliverable or task

• Consulted: Those whose opinions, feedback and inputs are sought

• Informed: Those who are kept up-to-date on progress

Cyber Security

Requires Clearly Defined Roles and Responsibilities
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• Strengthened governance process by establishing policy and framework  

• Enhanced alignment between IT/OT/Cyber and strategic initiatives

• Established Enterprise Architecture group within IT
• Critical Infrastructure Protection – CIPv5 implementation to complete by July 1

• Developing cloud standards through engagement of multiple stakeholders

• Establishing a list of issues and corrective/mitigation actions to strengthen 

Cyber technology 

• Upgrade of Intrusion Detection/Prevention capability

• Tools to detect, analyze and respond to cyber attacks

• White Plains Office network redesign-improve resiliency, access control, 

network monitoring

• Ongoing talent acquisition

People

Process

Technology

Managing Cyber Security



Reputational Risk



11Reputational Risk 

o An event or activity that has a major impact on the value NYPA provides to New York State, stakeholder 

trust and perception of NYPA, and/or NYPA’s ability to sustain and enhance its business viability 

Key Stakeholders Next StepsInsights

• Customers 

• Energy and Capital Markets 

• Media

• NYPA

• Policy Makers

• Society

• Agreement on reputation as critical to how we deliver 

value to NY State 

• Confidence in its ability to respond to crises based on 

experienced professionals with key relationships

• Desire to enhance already strong reputation

• Commitment to a more proactive reputation management 

strategy

• Enhance enterprise level 

governance and program

• Work plans to strengthen 

reputational resiliency  

• Clarify, roles, responsibilities 

and accountability 

• Operationalize Reputational 

Risk Management framework 

Steering 
Committee 
and EMC 

Participation

Steering 
Committee 
and EMC 

Participation

Cross 
Functional 
Interviews

Cross 
Functional 
Interviews

Stakeholder 
Identification 

and Next 
Steps

Stakeholder 
Identification 

and Next 
Steps

EMC SignoffEMC Signoff
Trustees 

Presentation
Trustees 

Presentation
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13Risk Assessment Highlights

• Overall Engagement:
• Cross functional participation including Senior level Leadership

• Multiple risk workshops held averaging 11 participants per workshop

• Over 60 respondents to Top Risk Survey

• Strategic:
• Sustained Low Energy Prices is a primary driver of net income whose impact and likelihood remained relatively 

unchanged

• Current and/or pending mitigations/controls in place or being put in place to dampen negative impacts of 

this risk

• The Disruptive Innovation change was driven by an increase in impact. 

• Emphasis placed on this risk through the formation of a Disruptive Innovation Working Group focusing on 

identification, tracking and impact assessment 

• External:
• Regulatory/Legislative risks are typically driven by external stakeholders  

• Canals Corporation demonstrates the magnitude of impact due to outside influences 

• Cyber Security is still classified as a high level risk 

• Downward shift was due to upgrades in skills, processes, and technology  

• Internal:
• Workforce Health & Safety continues to be a high priority for the Authority 

• Cross functional team input revealed greater insights
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