
March 25, 2014

MEMORANDUM TO THE AUDIT COMMITTEE

FROM LES PARDO, VICE PRESIDENT – INTERNAL AUDIT

SUBJECT: 2014 Internal Audit Plan

SUMMARY

Attached for your review and approval is the 2014 Internal Audit Plan. The Internal Audit Plan
summarizes the audits and projects that Internal Audit anticipates performing during 2014. The
2013 Internal Audit Plan was developed through a formal risk assessment process and taking into
account NYPA’s Strategic Plan (see Exhibit A).

BACKGROUND

The Internal Audit Department is an independent, objective and consulting function designed to
add value by improving the Authority’s internal control structure and operations. It helps the
organization accomplish its objectives by bringing a systematic, disciplined approach to
evaluate, test and improve the effectiveness of internal controls, risk management and
governance processes.

The Audit Committee Charter states that the Committee shall provide oversight of the Office of
Internal Audit (OIA) and the OIA’s resources and activities to facilitate the OIA’s improvement
of internal controls. In addition, the Committee shall meet at least three times a year with the
head of the OIA for the purpose of reviewing audit activities, audit findings, management’s
responses, remedial action plans, and providing the OIA with an opportunity to discuss items and
topics of relevance to the Audit Committee.

In implementing its mission, Internal Audit is guided by the International Standards for
Professional Practice of Internal Auditing (Standards). In order to meet the requirements of the
Standards, the Internal Audit Plan is required to be approved by the Audit Committee.
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• 2014 Plan is based on the results of a formal risk assessment process and management input.

• The risk assessment process considered various risk factors such as: financial impact, reputational risk, complexity, size,
changes in operations/systems and internal controls.

• Focus on the high risk areas as identified by our risk assessment. Forty (40) audits/projects are scheduled including 31
financial/operational and nine (9) information technology audits covering all Business Units.

• Nine (9) financial/operational and/or information technology audits will be conducted at the facilities.

• Key audits scheduled include Non-recurring O&M Expenditures, Cyber Security, Smart Built NY Program, Generation
Resource Management, Operational Planning, Headquarters Procurement, HTP Operations and Billing, Enterprise Risk
Management and operational audits at St. Lawrence and Blenheim-Gilboa.

• Other audit activities include assistance to external auditor in their audit of NYPA’s Financial Statements, work on ReCharge
NY Job Commitment audits, vendor contract audits and investigation support to the Ethics office.

• 2014 Plan will provide comprehensive audit coverage, deploying Internal Audit resources in an effective and efficient
manner.

• The Internal Audit Plan was prepared based on current staffing levels. Internal Audit includes 10 professional auditors and an
executive administrative staff.

• Performance Goals
- Completion of the Audit Plan – goal ≥ 90%.
- Audit Recommendation Verification – goal ≥ 80%.
- Audit Staff Productivity Rate - goal ≥ 80%.
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▪Energy Infrastructure
▪Energy Efficiency
•Economic Development

▪Maintain Infrastructure
▪Financial Management
•Workforce Management

•Compliance
•Enterprise Risk
•Safety Leadership
•Environmental Responsibility
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• NYPA’s Strategic Plan, business activities and related control systems are examined to update the Audit Universe (auditable
entities).

• Meetings and interviews with business owners were conducted to obtain feedback on critical business objectives and risks.

• A risk assessment is performed on all auditable entities based upon the following risk factors :

-Profit and Loss Impact of the Business Function

-Perception/Reputational Risk

-Changes in Operations or Systems

-Prior Audit Results/Fraud Potential

-Business Model Complexity/Organizational Size

-Legal/Regulatory Compliance

-Level of Impact on Financial Reporting

-Strategic Alignment

• Audits are ranked from high to low in terms of the relative risk they represented based on the risk assessment performed by
Internal Audit.

• Audit Plan is developed based on the results of the risk assessment and management input.

• Proposed Audit Plan is presented to Executive Management and the Audit Committee for discussion and feedback.

• Audit Plan is approved by the Audit Committee.
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Financial/Operational
Audits

Business Unit Description

1 Non-Recurring O&M
Expenditures

Operations Evaluate processes and procedures for the planning, monitoring and controlling of non-recurring
operating and maintenance expenses, including outside contractor costs.

2 Energy Efficiency Projects –
Statewide Program

Economic Development &
Energy Efficiency

Review controls and procedures over (1) Project Selection and Facility Audits, (2) Construction
Authorization, (3) Procurement of Material and Installation Labor, (4) Accounting for Project
Costs, (5) Program Recovery and Overhead Costs, and (6) Project Closeout.

3 HTP Operations & Billing Operations Review processes and controls associated with HTP Operations and Billing. Review scheduling
and settlement activities with PJM and NYISO. Review HTP billings for compliance with
agreement.

4 Power System Operations/
Energy Control Center

Operations Review processes and controls over Power System Operations and the Energy Control Center.
Review interface with plants and Energy Resource Management. Test and evaluate the Energy
Management System application controls, documentation and procedures.

5 Cyber Security (Co-sourced) Operations/Enterprise Shared
Services

Review, test and evaluate the effectiveness of security and control over the NYPA Network and
monitoring of the NYPA Network resources and applications by outside consultant using network
penetration tests (hacking).

6 Succession Planning/
Retention Programs

Enterprise Shared Services Review processes and controls associated with NYPA’s Succession Planning and Retention
Programs. Confirm that development plans for key personnel are being consistently executed.
Verify that Performance Measures related to Succession and Retention Programs are being
accurately measured.

7 Northern Region O&M Operations Assess the effectiveness of processes, procedures and controls used in the day-to-day monitoring
and maintenance of the St. Lawrence Power Project operations. Test for site’s compliance with
the Maintenance Resource Management Program. Review established goals and performance
metrics. Test for compliance with FERC DAM Safety requirements. Evaluate adequacy and
effectiveness of IT general controls.

8 Western NY Economic
Development Fund

Economic Development &
Energy Efficiency

Evaluate procedures and controls over the Western NY Economic Development Fund. Confirm
accuracy and completeness of information provided to management and Trustees.
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Financial/Operational
Audits

Business Unit Description

9 Revenue Requirements –
Hydro Customers

Business Services Review processes and controls associated with NYPA’s Revenue Requirement for Hydro
Customers. Determine if established policies and procedures are being consistently followed.
Review processes and procedures utilized to determine the reasonableness of the data provided by
the various subject matter experts in preparing Cost of Service.

10 Energy Efficiency Operations
– Smart Built NY

Economic Development &
Energy Efficiency

Evaluate operating procedures and controls over vendor selection, vendor management, project
management, cost estimation, contingencies, risk mitigation/management and program recovery
and overhead costs. Review performance metrics for applicability and ensure metrics are
accurately monitored and reported. Review activities associated with the Energy Management
Center and Talisen Contract.

11 NYISO Energy Settlements –
Generation

Operations/Energy Resource
Management

Review controls, procedures and processes over Energy Settlements with the NYISO, reporting of
generator and tie-line meter data to the NYISO, NYISO rebills and recording of generator energy
settlements in SAP.

12 Central Region O&M Operations Confirm that controls remain adequate and effective as it relates to plant reliability, efficiency and
effectiveness. Confirm compliance with selected NERC Reliability Compliance Requirements.
Test for site’s compliance with the Maintenance Resource Management Program. Test for
compliance with FERC DAM Safety requirements. Evaluate adequacy and effectiveness of IT
General Controls.

13 Headquarters Procurement Enterprise Shared Services Determine the extent of compliance with required procurement policies and procedures. Assess
the adequacy and effectiveness of controls over (1) Requisition processing, (2) Bid
Solicitation/Evaluation, (3) Contract Awards, (4) Change Order Procedures, (5) Release of Funds
Against Outline Agreements, and (6) Vendor File Maintenance.

14 Operational Planning Operations Evaluate operational planning activities including short and long term plans. Review information
and communication between regional and Headquarters personnel involved in the planning
activities. Review adequacy and effectiveness of CPR policies, procedures and processes and risk
assessment activities. Review CPR and the associated review/approval process for compliance
with written policies and procedures.
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Financial/Operational
Audits

Business Unit Description

15 Human Resources Operations Enterprise Shared Services Review procedures, processes and controls over the key Human Resources functions and labor
relations. Verify compliance with established policies and procedures.

16 Generation Resource
Management

Operations/Energy Resource
Management

Review processes and controls over the bidding of NYPA generation resources in the NYISO
markets. Verify compliance with established policies and procedures. Assess the effectiveness of
management’s monitoring and reporting process.

17 Customer Revenues - Niagara Business Services Determine the adequacy and effectiveness of procedures and controls over Niagara/revenues.
Review procedures for billings of Municipal customers, Expansion and Replacement customers,
and Out-of-State customers. Review processes related to Energy Accounting.

18 Enterprise Risk Management Business Services Evaluate the adequacy and effectiveness of NYPA’s Enterprise Risk (ER) Management Program.
Assess adequacy of communication to key stakeholders of program objectives, activities and
results. Verify compliance with applicable policies, procedures and guidelines.

19 Public Authorities Law
Compliance

Law/Various Evaluate the overall processes/controls implemented by NYPA to ensure compliance with PAL
requirements. Confirm that NYPA is complying with the reporting, governance and administrative
requirements of the PAL. Verify compliance with selected NYPA policies and procedures.

20 Physical Security –
St. Lawrence

Operations Evaluate the adequacy and effectiveness of internal controls over Physical Security activities and
verify compliance with applicable policies, procedures and guidelines.

21 Project Management
Operations

Operations Review processes and controls associated with estimating and monitoring costs for major
construction activities. Verify compliance with established NYPA policies and procedures.
Review the adequacy and effectiveness of reporting activities. Review project management
principles and disciplines to best practices.

22 Headquarters Accounts
Payable

Business Services Review procedures, processes and controls over the processing of vendor invoices, payment
processing, wire transfers and access controls over SAP. Evaluate the adequacy and effectiveness
of controls over the Electronic Approval process.

23 SENY Cost of Service/
Long Term Agreements

Business Services Review processes and controls in the development of Annual Cost of Service and the reliability of
financial and operating information used in connection with the LTA. Review process for billing
of costs. Verify compliance with the various terms and conditions of the LTA. Review
management reporting process for timeliness and accuracy.
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Financial/Operational
Audits

Business Unit Description

24 Purchasing/Warehousing –
Niagara

Enterprise Shared Services Review processes and controls associated with purchasing and warehousing activities at the
Niagara Power Project. Verify compliance with established NYPA policies and procedures.

25 Customer Load Forecasting Economic Development &
Energy Efficiency

Evaluate the adequacy and effectiveness of controls over the Short Term Load Forecasting
processes. Review processes and procedures over load profiling, monitoring of actual vs.
scheduled load, load forecasting reports, and general IT controls over the EVE System.

26 Environmental, Health &
Safety Audit Programs

Operations Confirm the resolution of prior audit issues. Verify that audit programs are up-to-date and have
been properly reviewed/approved. Confirm that audit programs incorporate applicable
legal/regulatory risks. Confirm that contracted auditors have adequate credentials/backgrounds to
conduct the work/provide expertise in both auditing and EH&S related matters. Confirm that
NYPA personnel oversee the contract audit service providers to verify both the appropriateness of
expenditures as well as the quality of the work product.

27 Employee Information
Concerns Line

Law Review procedures and controls over Employee Information Concerns Line. Verify compliance
with established NYPA policies and procedures.

28 Headquarters ProCard
Expenses

Various Verify compliance with Procurement Credit Card Policy and review processes and controls over
(1) ProCard purchases; (2) Approval of ProCard purchases; (3) Monitoring of ProCard purchases,
and (4) Records Retention.

29 Purchasing & Warehousing –
St. Lawrence

Enterprise Shared Services Review processes and controls associated with purchasing and warehousing activities at the St.
Lawrence Power Project. Verify compliance with established NYPA policies and procedures.

30 Quality Assurance/Code
Compliance

Operations Review processes and controls associated with Quality Assurance/Code Compliance activities.
Verify compliance with applicable policies, procedures, laws and regulations.

31 Vendor Audits Enterprise Shared Services/
Various

For selected procurement contracts, determine that contractor charges are supported and in
agreement with contract terms and conditions. Determine that the contractor provided all
information and services outlined in the contract and internal controls exist to oversee the
contractor’s performance.

32 Assistance to External
Auditors

Business Services Assist external auditors in their annual audit of NYPA’s financial statements.
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Information
Technology Audits

Business Unit Description

1 Network Security Enterprise Shared Services Test and evaluate the NYPA Network to determine if it is adequately protected from unauthorized
access, use, disclosure or modifications, damage or loss using best security practices.

2 IT Incident Response Plan Enterprise Shared Services Evaluate the IT Disaster Recovery Plan (ITDRP) to determine if it is adequate to ensure the
recovery of critical systems, applications, data and operations in the Niagara Power Project.
Review the training, test plans, test results and the update of ITDRP.

3 ITAC Process/IT Capital
Projects

Enterprise Shared Services Review processes and controls over the ITAC Process. Review selected IT Capital Projects and
the associated review/approval process for compliance with written policies and procedures.
Review risk management activities.

4 Mobile Device Security &
Controls

Enterprise Shared Services Test and evaluate the security and controls over mobile devices to determine if they are adequately
protected from unauthorized access, use, disclosure or modifications, damage, or loss using best
security practices.

5 Change Control – Network Enterprise Shared Services Review, test and evaluate the controls and control procedures over the changes to network
software and their testing and approval by users prior to their placement in production.

6 Virus Protection & Response Enterprise Shared Services Evaluate the adequacy and effectiveness of controls over Virus Protection and Response. Review
Antiviral Policy and Strategy Antiviral System and Security.

7 Patch Management Enterprise Shared Services Review, test and evaluate the controls and control procedures over the patches to SAP and their
testing and approval by users prior to their placement in Production.

8 Infrastructure Virtualization Enterprise Shared Services Evaluate the adequacy and effectiveness of security procedures and processes over systems and
applications in the virtual environment. Review risk management activities. Review applicable
contracts to ensure that key risks are addressed.
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These eight factors are utilized
in the ranking & prioritization
of potential audits. The
highest combined score
warrants the area to be on the
current year’s audit plan.

4 Low P&L Impact or Capital Allocation (< 1% income)

8 Moderate P&L Impact or Capital Allocation (>1%, <5% income)

12 High P&L Impact or Capital Allocation (>5% income)

4 Minor Business Changes or Reported Control Issues

8 Moderate Changes (Business Restructuring; Major System Release; High/KeyTurnover) or Reported Control Issues

12 Significant Changes (New Mission-Critical Systems; In/Out-Sourcing of Process) or Reported Control Issues

4 Minor – Slight Delays or disruption in delivery services to customers

8 Moderate – Significant Delays or short term Inability of delivery services to customers

12 Significant – Broken Promises or Inability to Meet Customer Commitments

2 r
Low – Limited 3rd Party or Cross-Functional Dependency (<25%) / Low Transaction Volume

4 Moderate – Some 3rd Party or Cross-Functional Dependency (>25% and <50%) / Moderate Transaction Volume

6 Significant – Significant 3rd Party or Cross-Functional Dependency (>50%) / High Transaction Volume

2 Minimal Risk of Litigation or government actions / Minimal Compliance Effort Required

4 Moderate Risk of Litigation or government actions / Moderate Compliance Effort Required

6 Significant Risk of Litigation or government actions / Significant Compliance Effort Required

2 Low – Area impacts operational issues and is not an input or output to financial reporting data

4 Moderate – Area has indirect or some factors in the input or output to financial reporting data

6 High – Area has direct effect on the input or output of financial reporting data

2 Low – Audit has Indirect Impact on Corporate Initiatives

4 Moderate – Audit has Direct Impact on a Minor Corporate Initiative

6 High – Audit has Direct Impact on a Major Corporate Initiative

4 Low likelihood & impact of reputational and political / public opinion

8 Medium likelihood & impact of reputational and political / public opinion

12 High likelihood & impact of reputational and political / public opinion

6. Level of Impact on Financial Reporting:

5. Legal/Regulatory Compliance:

1

2. Changes in Operations or Systems :

8. Perception / Reputational Risk

7. Strategic Alignment:

3. Prior Audit Results/Fraud Potential:

4. Business Model Complexity/Organizational Size:

1.1. P&L Impact of the Business Function:
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Assistant
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Internal Audit Manager
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Auditor
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Auditor
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Lesly Pardo
Vice President – Internal Audit
Education: BBA – Baruch College
MBA – St. John’s University
Certifications: Certified Public Accountant, Certified Internal Auditor, Certified Information Systems Auditor, Certified Fraud Examiner, Certified Management
Accountant, Chartered Global Management Accountant
Experience: Over 34 years of experience including 5 years in Public Accounting and 29 years in Internal Auditing

Steven Apa
Manager – Special Audit Services
Education: BSBA – Northeastern University
Certifications: Certified Public Accountant, Certified Fraud Examiner, Certified Financial Forensic
Experience: Over 29 years of experience; 9 years private industry; 18 years Public Accounting & Consulting

Elaine Matthews
Internal Audit Manager
Education: BS – Accounting – Rutgers University
Certifications: Certified Public Accountant – New York, New Jersey
Experience: Over 12 years experience including 6 years in Public Accounting, 4 years with PricewaterhouseCoopers and 2 years at RSM McGladrey, 2 years SOX
and Internal Audit experience with National Grid and 4 years with NYPA Internal Audit

Tarly Talatala
Supervisory Senior Auditor
Education: BS – Accounting – Xavier University
Certifications: Certified Public Accountant, Certified Information Systems Auditor, Certified Internal Auditor
Experience: Over 12 years experience in Auditing including 7 years with Ernst & Young, LLP

Harry Aristakesian
Supervising Senior Auditor
Education: BS – Rutgers University
MBA: West Chester University
Certifications: Certified Internal Auditor, Certified Investments and Derivatives Auditor
Experience: Over 8 years of Internal Auditing experience including four years Utility Auditing experience
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Robert Bentz
Sr. Auditor
Education: BS - Accounting – St. Vincent College
Post-Baccalaureate Certificate, Computer Information Systems – Robert Morris University
Certifications: Certified Information Systems Auditor
Experience: Over 29 years experience in Internal Audit – 12 years NYPA Internal Audit

John Battline
Sr. Auditor
Education: BS - Accounting – SUNY Fredonia
MBA: Management Information Systems – Pace University
Certifications: Certified Public Accountant, Certified Information Systems Auditor
Experience: Over 14 years experience in Internal Audit; 3 years Public Accounting

John Libby
Sr. Auditor
Education: Masters Accounting/Finance – Southern New Hampshire University
Certifications: Certified Internal Auditor, Certified in Risk Management Assurance
Experience: Over 4-1/2 years experience in Internal Audit – 1 year NYPA Internal Audit; 3 years Public Accounting

Elizabeth Wilde
Auditor
Education: Master’s Degree – Information Systems – Pace University
Bachelor’s – Accounting – Mercy College
Certifications: None
Experience: Over 12 years Internal Audit experience (NYPA); 8 years Accounting Manager; 4 years Sr. Accountant

Reginald Kamp
Auditor
Education: BS Accounting – Fordham University
MPBA Finance – Southeastern University (Washington DC)
Certifications: Certified Public Accountant - Maryland
Experience: Over 28 years Internal Audit experience - 12 years NYPA Internal Audit
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